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Introduction: Before Digital Cash

To appreciate the significance of the technology underpinning digital
currencies, it is instructive to consider traditional payment methods.

The money flower: example Graph B CaS h payme ntS

Central bank-

sssss d * Immediate and final.
* No trust required, no delay in executing
payments.
 No third party can intervene, but transacting
parties need to be physically present.

Intermediated payments

« Requires trusted third party to facilitate
clearance (e.g. cheques, credit/debit cards, bank
ccccc transfers).

° . . .
A standard font indicates that a system is in operation; an italic font indicates a proposal; an italic and underlined font indicates NO need for transaCtlng partles to be phySICa”y
experimentation; a strikethrough font indicates a defunct company or an abandoned project. p rese nt
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* Higher cost and processing time.
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Why Blockchain?

Transact through a Trust Provider

High Transaction Overhead

Cryptocurrency

Possibility of Double Spending

Distributed Ledger

Implemented as a Distributed System
Service

Blockchain

Track and Trace of Digitized Assets

Blockchain Applications T — ]

value or money

?

What applications are Blockchain suitable for ¢
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Decentralized Finance (DeFi) Trends

The DekFi

movement

has shifted

traditional

financial

products towards

decentralized networks and open source software through smart contracts and

distributed systems.

Simple services like low-cost, fast
international transfer (remittance),
and more complex products including
insurance, prediction markets,
decentralized leverage trading,
lending protocols and synthetic
assets.

Put up crypto collateral via smart

Permission-less/Permissioned

Programmable

contracts on the blockchain to free up CSHSPI;ShItP
cash for day-to-day expenses or esistan
trading.

Source: Makerdao, “Decentralized Finance (DeFi) Trends” (11 June 2020)
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Transparent

Decentralized

No trusted
intermediary

Every major DeFi protocol, barring
Bitcoin’s lightning network, is built on
the Ethereum blockchain, and new

projects join all the time.

Large and growing appetite for
stablecoins as traders seek on-
(block)chain ways to hedge and store
value.

Exchanges are moving beyond the
paradigm of  separate, purely
centralized or decentralized services,
with new platforms that include the
best of both paradigms.



https://blog.makerdao.com/decentralized-finance-defi-trends/

Obstacles to Widespread Adoption

There are several factors withholding the widespread adoption of virtual
currencies as a means of payment by consumers and businesses.

VOLATILITY EASE OF USE
 Value of virtual currencies Bitcoin 1y Price Index (Jun 19’ - Jul 20°): « Users need a certain degree of technical
relative to fiat currencies .. .. .. ., o, 4 knowledge to use virtual currencies
fluctuates wildly. competently and securely; it is often seen as
* As a result, many perceive it ;.0 too complicated for most people to
as an volatile store of value, . = RLEALEE 12 Mar 2020 understand.
resulting in additional m - Virtual Assets Service Providers can handle
risk/complexity to their use for 6 566.27 7 Aug “‘Wm the technical aspects on behalf of customers,
payments. an - but may be prone to hacks/data breaches.
NETWORK EFFECTS SECURITY

« Ability to use virtual currencies as
a means of payment lies in it
being sufficiently widely-
accepted.

*  Without reaching critical mass, it
would not be suitable for general
use to exchange for goods and
services. address.

« There have been high-profile attacks = = June24.2020
. CryptoCore hacker group has stolen more than $200m
on exchanges and wallet providers.  om cryptocurrency exchanges
« One can hold virtual currencies
securely in an offline “cold wallet”, but @ ™™= "™ =0F
. y ’ Hackers Stole Over $4 Billion From Crypto Crimes In 2019
there is no way to recover lost keys_ So Far, Up From $1.7 Billion In All Of 2018
* No safeguards against transferring =

Virtual CurrenCieS tO the WrOng Wa”et $32m stolen from Tokyo cryptocurrency exchange in latest
hack
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Security Concerns — Vulnerable Wallets

The nature of storage for virtual currencies can lead to the loss of funds. The
wallets in which such funds are held can be physical, software-, or web/exchanged-
based.

COLD WALLETS

HOT WALLETS
Hardware

A software wallet is an
application that be
downloaded to the wuser’s
computer/smartphone. It is
safer than a web/exchange

A paper wallet is an offline [
|
|
|
|
I wallet because the private
|
|
|
|
|

mechanism for storage. The
user literally prints out public
and private keys on paper and
stores them somewhere safe.

[ Leaving the virtual currency on
|

|

|

|

I This method is extremely safe
|

|

|

|

|

an exchange is the most
unsecure and susceptible to
being hacked, having user’s e-
mail or login info stolen, or to a

Widely considered to the safest [
|
|
|
|
I counterparty risk.
|
|
|
|
|

option for storing virtual
currencies. In USB format, the
wallet can be connected to the
internet for exchange or trading,
but can be disconnected so
funds are stored offline and
inaccessible to hackers. This
type of wallet provides full
isolation between private keys
and computer/smartphone.

and cheap, but if the paper is
misplaced, the private keys
cannot be recovered.

keys are not controlled by a
third party. However, such
devices may be vulnerable to
attacks.

I S - - . . . . . .y
\-——————————
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MOST SECURE LEAST SECURE

Source: F. Atkinson, “How to properly safeguard massive amounts of cryptocurrency assets”, 1 May 2019
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“Privacy” Concerns: lllicit/Criminal Purposes

..but such virtual currencies also provide cybercriminals with the opportunity to
perform illicit activities behind the veil of anonymity.

Proportion of literature reviewed that specified a given illicit or criminal activity (n=119)
While most transactions made with

virtual coins are legitimate,

Money laundering

Payment (e.g. on dark cryptocurrencies are also used
i st 28% for a wide range of illicit or
s roriifncing Tk criminal purposes by a diverse

group of malicious actors. The
Ransomware 13% three most prominent illicit use-
cases of cryptocurrencies are:

Tax evasion, fraud, 2
Ponzi schemes 8%
Cybercrime/illicit 8% ° MOney. |a.u.nclierlng .
purposes, non-specific « Trade in illicit goods and services

» Terrorism financing

Source: RAND analysis (2020).

Source: E. Silfversten et al, “Exploring the use of Zcash cryptocurrency for illicit or criminal purposes”, (2020)
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Banking Industry Crypto-Asset Blind Spots

Banks and cryptocurrencies are becoming increasingly intertwined.

s 2 B nnn“al — PAM\ PAY-OUT PAﬂl\ KRYPTO Exc HANG \\ITAY—OUT

crynto-related U/ FIAT > FIAT '> (DIFFERENT JURISDICTIONS | ON/OFF CHAIN» > FIAT
transactions ’ OMNIBUS,SEGREGATED ACCOUNTS2TRADING PAIRS)
ontop 10 halll / p //
payment networks *L, ACCOUNT / P P —L/ ACCOUNT
‘‘‘‘ ofthetop120 CROSSEBORDER ) py gank 2 oworecHanz [ /FXBANK
MW mm
1““’10 Shomm  VASPslackgood KYC SERVICES WALLET - SERVICES
}Il:]r;l lIIESBB[EI:IA&‘::I I:]::Ir(: 8'“1 0 BN of payments sent I—' CRYPTO
or small businesses of the top us hanks 1y {”' :]“yl ﬁrsng)ttll:ﬂn“aaril;lues ON/OFF CHAIN?
transacting with VASPs Unknowingly [ 1o other VASPs ' C U STO D IAN
10 10 7 7 A A O harbor illicit MSBs

Source: CipherTrace Labs
BANKING SYSTEM NRTUAL ASSETS SYSTEM / BANKING SYSTEM

« Banks cannot “see” what is happening in the virtual assets system, may unknowingly send fiat to VASPs.
« High risks of being unwitting participants of money laundering and/or terrorism financing.
* As ecosystem becomes more complex (e.g. DeFi, Paypal/bitcoin, Expedia/Travala to accept crypto payments,

etc.), T AML and CFT compliance risks.
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Dark Web

< C | & Veilig | https://www.torproject.org

Anonymity Online
Protect your privacy. Defend yourself
against network surveillance and traffic

analysis.
7

Download Tor =

What is Tor?

Tor is free software and an open network that
helps you defend against traffic analysis, a
form of network surveillance that threatens
personal freedom and privacy, confidential
business activities and relationships, and state
security.

Learn more about Tor »

Tor Browser

Tor Browser contains everything
you need to safely browse the
Internet.

Tails
Live CD/USB operating system
preconfigured to use Tor safely.

Atlas
Site providing an overview of the
[ Tor netwark

Home About Tor

» Tor prevents people from
learning your location or
browsing habits.

= Tor is for web browsers,
instant messaging clients,
and more.

= Tor Is free and open

source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network
of relays run by volunteers all around the
world: it prevents somebody watching your
Internet connection from learning what sites
you visit, and it prevents the sites you visit from
learning your physical location

Get involved with Tor »

Orbot
Tor for Google Android devices.

Arm

Terminal (command line)
application for monitoring and
configuring Tor.

4 Pluggable Transports
is Pluggable transports help you

circumyent censarshin
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Documentation Press Blog

% | B

Contact

ownload

Volunteer Donate

We're hiring! »

Recent Blog Posts

Tor Browser Downloads Are Up in ...
Mon, 21 Aug 2017

Posted by: tOmmy

The Tor Project Defends the Huma...
Thu, 17 Aug 2017 Posted by: steph

Take Part in a Study to Help Imp...
Wed, 16 Aug 2017 Posted by: Philipp Winter

Tor Browser 7.5a4 is released

Tue, 08 Aug 2017 Posted by: bokim

Tor Browser 7.0.4 is released

Tue, 08 Aug 2017 Posted by: bakim

View all blog posts »

Family & Friends

People like you and your family use Tor
to protect themselves, their children,

b and their dignity while using the
Internet.

Businesses
Businesses use Tor to research
competition, keep business strategies
d confidential, and facilitate internal
accountability.

—

Activists

Activists use Tor to anonymously report
abuses from danger zones.
VWhistleblowers use Tor to safely report

).

on corruption

Media
g Journalists and the media use Tor to
| brotect their research and sources
| By online.

-

Bitcoin support more-or-less
anonymous payments

Tor Browser

Extremely simple to install, allows user to remain
completely anonymous online through its peer-to-peer
setup




History of Dark Web

U:wg 4,086
Cannabis 753
Dissocialngs 77
E¢alagy 11
Opdalds 350
Dlhar 157
Pracursors i
Prassoniplion 501
Paychedoelios 537
Stimulamis <05

Appard &

A &

Eooks 7Fa

Colactbiles 15

Compader equipmend £

Custom Ordars 2

Digital poods 369

Dneg parapharmaka 157

Elecironics

Eroliga it

Firgwoihs -

Food £

Exploit the anonymity of Tor and its Tor Browser.
Bitcoin commonly used to facilitate illicit
transactions on the darknet markets.

Loalay_ fA
§00 1 Anadrod BOLSG
Ciymthodans | 1edkid |

10 Patodss VWheli Heard
1:30- 15085 MDMA Comlim

120 Coc ke

« Uptake since early 2011, with Silk Road 1.0.
“ « Clandestine bazaar for drugs, guns, fake
identification and other illegal services (hitmen,
ww=  forgers, computer hackers etc.)
“" |+ Lines between cyberspace and physical blurred
- new concept of Cyber-Physical Crimes.

‘Bitcoin transactions are anything but anonymous’

CASE EXAMPLE:

Prosecutors Trace $13.4M in
Bitcoins From the Silk Road to
Ulbricht's Laptop

LLUA G 13- B1.29.15 B1:55 PM

Source: The Wired
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https://www.wired.com/2015/01/prosecutors-trace-13-4-million-bitcoins-silk-road-ulbrichts-laptop/

Trend 1. Trade in credentials of cards, new payment
methods and cryptocurrencies

Home  FA v$- Fast Money FastMoneySupport@protonmail.com < . . "
‘ =] “' Abuse Type Distribution over Domains
= - Online ffl

Check link! © & msi

All buyers love Fast Money!
Increase your income
10X in 3 hours! &
@ choose a product

o Place an order >4
o Start a new life \

Start a new life

PREPAID CARDS

Prepaid Card is not associated with a bank account and can be used with absolute confidence
for any purpose: shopping in stores, online shopping, paying bills and withdrawing money
from ATMs.

We send cards by free express delivery.

120 50 20 B AW 128 500 W 02 1 S

Prepaid Cards Prepaid Cards Prepaid Cards Prepaid Cards
$3000 $5000 $7000 $9000 Ao, GO% RTUTYT Lic 1757 4BE 63 TUITNICol SN SR IE R SnioLar

0.45084084 BTC

PAYPAL TRANSFERS And many, many other stolen _ - e
We are using Hacked Verified Paypal Accounts to transfer funds using our own personal : = i

method to make sure you don't get any dispute. Once Funds has been sent, it is 100% clean accoun ts (0} f paymen t serVice

and you get zero problems
providers for sale with BTC
PayPal B PayPal B PayPal B PayPal @ PayPal

Transfer Transfer Transfer Transfer Transfer

Images from Electrum wallet 5K4uUq ****rRosAaGLU

N B

PayPal Transfer PayPal Transfer PayPal Transfer PayPal Transfer PayPal Transfer PayPal Transfer
$1000 $1500 $1800 $2500

Buy $89 Buy $105 Buy $130 Buy $195 Buy $230 Buy $320

Private key shops
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Trend 2. Cryptocurrency payments to facilitate

illegal transactions

Silk Roag Mreetienetimceeiss Bitcoin Laundering

ananymous market Suareh

Lr]

Shep by Categary Dirty Bitcoins

Drags 4.086
Cannabis 553
[hssocialves 77
Ecslagy 118
Opialds 35
et 757
Precursors. 15 s
Fu::-;l;llp!mn g 00 1 Anadrol SOLYS
Payehedolics 237 Cmymethidont (3044 |
Stimulasts <05 BiZ41

Apparel i

Al 5

Books 778

Colpctbles 15

Compader equipment <

Custam Onders 2

Digital poods 360

r e . P

Ub;:}ri:?;mrm e Aed .:urruq'.'.ln 1-_-p.lm-- 18 '\-|‘-_I{_;:1 '.I}C.;:'uals:'i}[-\."lhl

= i pitks & ) COonemis) [ R

Ergbca ¥ 8150 81 50

Fingmotks £

Food T 7T e om e R

1 gram MO%LA

THIS HIDDEN SITE HAS BEEN SEIZED

and controlled since June 20

Dirty Bitcoins are mixing
= with multiple transactions
to hide their origin.

i

by the Dutch National Police in con with the Bundeskriminalamt, Lietuvos Pol Federal Bureau of
Investigation and Euro der th ority of the Dutch National Prosecutor’s Office an Attorney General's
office of the Federal State of Hessia {Germany).

e e |

Currently ~100 I o e e o e
Dark Markets m e s st et
operational
(June 2020)

Send money minus fees

Clean Bitcoin are received back
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Trend 3. Suspicious transactions on specific

cryptocurrency addresses (hubs)

Blockchain.com Cryptocurrency Address
) Cryptocurrency Bitcoin [BTC]
Address 17A160mavnUfCWTIDAApIJxp7ARNXNSpGX B
Address 17A16QmavnUFCWT1DAARIJxpTARNxN5pGX [Inspect]
Format BASESS (P2PKH) Discovered 31 Jan 2019, 00:07 UTC
Last Discoverad 07 Apr 2020, 17:44 UTC
Transactions 358,669
Domains 235
Total Received $937,830,407134.05 Appearances 438
Total Sent $937,804,728,461.97
Final Balance $25,678,672.08
Domain = Title =

100x Your Coins in 24 Hours - Officially Hidden Service Anonymous

Bitcoin hub with large amount of bitcoin
received, and context where this bitcoin
address is found

hitp:/fepbws7ughavipfdx.onion 100x Your Ceins in 24 Hours - Officially Hidden Service Anonymous

hitp://2222222ep67fe3hd onion 100x Your Coinz in 24 Hours - Officially Hidden Service Anonymous
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Trend 4. Cyber-attacks on cryptocurrency

exchanges and other VASPs

3900
[72] . .
pa Disturbing
O 3800 ) Trond
= Mainly ren
= $700 Mt Gox
0 $614
B $600
$500
$400
$300
$200
s $43
100 $4
$2
50 L [
= BTC = ETH = TC = DOGE = XVG = NPXS = XRP = KNC = BCH ) ) 2011 2012 2013 2014 2015 2016 2017 2018
«XEM ®=USDT =BEC = SMT X7C = TRC NXT STEEM =BNT Bitcoin launched on Ethereum launched
=ZEN =MONA sNANO =BTG =NBT =NSR =VEN =OMG =HSR Jan 3rd, 2009 on Jul 30th, 2015

GNT ETHOS =ELF =BBC sNPER =JNT s STORM s TRX  =DENT
= ATX UR =BTCS XMG DARK = CANN

Outcomes based on analysis of 110 Blockchain Incidents
Range of cryptocurrencies affected
during different cyber incidents.
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Trend 5. Large-scale manipulation within

blockchain ecosystems

A Deep Dive into Bitcoin Mining Pools
An Empirical Analysis of Mining Shares

Matteo Romiti', Aljosha Judmaver®. Alexei Zamvatin®®, and Bernhard

Haslhofer!

Austrian Institute of Technology {name.surname}@ait.ac.at

]

SBA Research ajudmayer@isba-research.org
* Imperial College London a. zamyatin®imperial.ac.uk

Abstract. Miners play a key role in cryptocurrencies such as Biteoin:
they invest substantial computational resources in processing transac-
tions and minting new currency units, It s well known that an attackes
controlling more than halfl of the network’s mining power could manip-
ulate the state of the svstem at will. While the influence of larpe mining
pools appears evenly split, the actual distribution of mining power within
these pools and their economic relationships with other actors remain
undisclosed. To this end, we conduct the first in-depth analysis of mining
reward distribution within three of the four larsest Bitcoin mining pools
and examine their erces-pool economic relationships. Ouwar results suppest
that individual miners are simultaneously operating across all three pools
and that in each analyzed pool a small number of actors (< 20) receives
over 50% of all BTC pavouts. While the extent of an operator’s control
over the resources of a mining pool remains an open debate, our indings
are 1n line with previeus research, polnting ot centralization tendencies
in large mining pools and crvptocurrencies in peneral.

https://arxiv.org/pdf/1905.05999.pdf

CHIENS

/ 12 hours ago

There Are Now 1800 BTC Whales

From a macro level, this increase in the number of BTC whales can
be considered bullish.

Coin

Don't guess the trends. Be part of our pump and dump campaign.

WHAT WE DO HOW TO MAKE MONEY WITH US WHY CHOOSE US

Welcome to CoinPump!

WARNING: SCAMMERS HAVE COPIED OUR SITE.
Please check the URL and make sure you are on the real site: w3osh7ffeva62a7u.onion All other
CoinPump sites are scams.

‘What do we do here? Well, to put it simply, pump and dump. That means we manipulate the price of
an altcoin to make profit. That profit could be up to 2500%, depending on market circumstances. In the
stock and fiat markets this sort of action is considered as fraud. However, in the cryptocurrency world —
it's a usual thing, which happens from week to week.

“New Paradigm”Ill

Valuation )
Delusion Return to “normal

Greed

Smart Money Institutional Public

investors Enthusiasm

Capitulation
Media attention

Return to
the mean

First Sell off

Stealth Phase

Awareness Phase Mania Phase Blow off Phase

Time

How it works? We slowly buy major shares of some cheap altcoin on the exchage. We do some
social media work to hype up interest in particular coins. Then we trade this alicoin between our multiple

BECOME AN INSIDER

17.21

of 40 BTC funded

Est. campaign profit: 15x
to 20x

Whales-as-a-Service

https://nairametrics.com/2020/07/01/there-are-now-1800-btc-whales/
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International Efforts ...

 The Financial Action Task Force (FATF) revised its Standards to

require Virtual Asset Service Providers (VASPs) to be regulated for
AML/CFT purposes.

o October 2018: Revised Recommendation 15 (New Technologies) and
added new definitions of “virtual asset” and “virtual asset service provider”
in order to clarify how AML/CFT requirements apply in the context of virtual

assets.
o June 2019: New Interpretive Note to Recommendation 15 (New .
Technologies) to set out the application of FATF Standards to virtual asset wonecas

TEARDAISM L PROLIFERATION

activities and service providers (including so-called “stablecoins™).

The FATF Recommendations

« As of June 2020, 35 out of 54 reporting jurisdictions have
implemented the revised FATF Standards, with 32 of these
regulating VASPs and 3 prohibiting the operation of VASPs. The _
new review will be held in June 2021.
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International Efforts ...

The FATF also updated its “Guidance for a Risk-Based Approach to Virtual
Assets and VASPs” in June 2019 to help reporting jurisdictions understand
and implement their AML/CFT obligations.

1.

Defined Virtual Asset Service Providers (VASPs) - Includes virtual-to-virtual, and virtual-to-
fiat transactions. - Recognises Decentralised Applications (DApp).

Required national licensing or registration of VASPs - Clear responsibilities on countries on
VASPs AML/CFT compliance — Suspicious Transaction Reports (STRs) to be implemented in
the context of VASPs and VA activities.

Emphasized “Risk-Based Approach” - VASP sector risk is determined at a national level -
Not specifying for “wholesale termination or restriction...” with VASPs but to “...manage risks in
line with FATF risk-based approach...”

New “Travel Rule” — requires VASPs to share and store sender (originator) and receiver
(beneficiary) information of the participants prior to processing virtual asset transactions.

Guidance to be further reviewed and updated - to set out in more detail how AML/CFT
controls apply to stablecoins, and address risks posed by anonymous P2P transactions via
unhosted wallets.

‘; NANYANG TECHNOLOGICAL UNIVERSITY | SINGAPORE
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VIRTUAL ASSETS AND VIRTUAL
ASSET SERVICE PROVIDERS




Conclusion

« Blockchain, the technology underpinning cryptocurrencies,
has significantly revolutionized and transformed the
digital economy.

 The number of key application areas will continue to
increase as blockchain evolves and becomes mainstream.

 More work needed to tackle challenges of
cryptocurrency-related cyber crimes:

« Cyber crimes targeted at cryptocurrency owners; and

* Cyber crimes facilitated by the anonymity of
cryptocurrency.
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Thank You !

kwokyan.lam@ntu.edu.sg

https://twitter.com/lamkwok
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